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Introduction:

This assignment will be exploring frequency modulation techniques including narrow band frequency modulation
and wide band frequency modulation. It looks at how to design and create a GNU radio flow graph for both
modulation schemes and then to simulate its performance. For NBFM it looks at the effect of introducing
interference to the system and how anti-jamming techniques can be utilised to avoid it. For this assignment FHSS is
being tested and simulated but background research on other methods are included. The effectiveness of FHSS is
tested, analysed and discussed to see if it is a suitable method to avoid interference.

The WBFM task of this assignment explores how to design and implement a receiver using GNU radio and an RTL-
SDR to successfully demodulate FM radio stations in the local area. This requires some initial tuning and adjustments
to the flow graph to ensure a clear message is obtained. The results of this are then discussed with why the

parameters used to achieve this are used.




Background Research:
Frequency Modulation (FM):

Frequency modulation is a common technique used to broadcast data in the UK. FM is used to broadcast radio
stations, radar applications, analogue two-way radios and for some older TV video and audie broadcasting. This
technique works by altering the phase of the carrier wave depending on the values of the audio source. This results
in differing frequencies depending on amplitude values of the original audio capture. This can therefore result in a
wide frequency range to transmit the original audio capture. [1]

Narrow Band Frequency Modulation (NBFM):

In the UK NBFM is commonly limited to around 25KHz bandwidth meaning that the range of frequencies used to
encode the audio signal cannot exceed that bandwidth. This is an important consideration when designing these
systems. Common use cases of NBFM are two-way radios and radio station broadcasts. [2]

Wide Band Frequency Modulation:

WBFM on the other hand has a bandwidth of approximately 200KHz allowing a much wider range of different
frequencies to encode the audio signal but as a result will occupy a much larger part of the spectrum. The most
common use case of WBFM is for radio stations.

Anti-Jamming Techniques:

FM as it stands is quite resilient to interference and jamming as the message is spread across a wide range of
frequencies. However, there are further techniques that can be used to reduce interference further as discussed
below:

Spread Spectrum (SS);\@
Spread Spectrum is a technique used to send multiple carrier signals at cross multiple frequencies/channels to

increase the chances of the receiving device to demodulate a clear message signal. This also improves the robustness
of the transmission against noise/interference as the receiving end can use the multiple channels being transmitted
at once to get a clear message through. [3]

Direct Sequence Spread Spectrum (DSSS):
DSSS is a technique used to split the message signal across a larger bandwidth to improve signal integrity,
robustness, resilience to interference and security aspects of the transmission. [4]

Frequency Hopping Spread Spectrum (FHSS):

FHSS is a technique used to send the message signal across multiple different channels in a pseudorandom sequence
established on both the transmitting and receiving end. The signal is therefore constantly hopping between channels
as it transmits/receives. [5]

Time Hopping Spread Spectrum (THSS):

THSS is a technique used to send the message in a sequence of pulses in respect to time. Both the transmitter and
receiver will have a pseudorandom sequence to determine how the audio source will be split into pulses and then
how the receiver will demodulate the pulses back into the original signal. [6]

Chirp Spread Spectrum (CSS):

CSSis a technique that uses chirp pulses to encode information this is done by varying frequency to achieve chirp
pulses of differing slopes which relate to specific values. Positive slopes indicate a 1 and negative slopes indicate a 0
which is the foundation used to convert message signals to this form of modulation. This modulation benefits by
being very resilient to interference, good for long range communication and uses considerably less power than other
methods. [7]




Formulas and Expressions:

NBFM:
m(t) = A, cos2nuf,t

Equation 1 —Message Signal [8]
8;(t) = erj[ﬁ: + kem(t)]dt
Equation 2 — Phase Angle (8]
0;(t) = 2 J.[fg + kp(Ap, cos 21 fr t)]dt
Equation 3 — Substituting Message Signal into Phase Angle [8]
s(t) = Ag cos 0; (t)
Equation 4 — Standard Equation of the standard angle modulated wave (8]
s(t) = AcCos[ 2mfet + 2m kg f Ay, cos 2nfy, t dt]

Equation 5 — Applying Message and Phase angle to the standard angle modulated wave equation (8]

Jeos(2nf, t)dt = lfm sin2mfpy t

2m

Equation 6 [8]
Amky .
s(t)=A.Cos [2nf.t + 2w ;sm 2nf, t]

Equation 7 — Substitute Equation 6 into Equation 4 [8]

s(t)=AcCos [2nf.t + fsin2af, t]
Equation 8 — Complete equation for NBFM [8] [% 4
_Amky _ Af

fm fm
Where £ is the Modulation Index of FM and Af is the frequency deviation

Equation 9 — Equation for Modulation Index (8]
The equations shown above, Equations 1 through 9, show the calculations of NBFM for a cosine message signal.

Which when implemented into the flow graph will be the audio WAV file and the calculations will aid in designing
the flow graphs within GNU radio to achieve frequency modulation.




WBFM:
SDR:

Mixer ]( t) LPF ADC

<:| I'[n]

Q'[n]

Mixer PF ADC

Figure 1 — SDR block diagram [9]

S(t) = Acos[2nfpt + @]
Equation 10 — Eguation for received RF signal [9]
LOy—puase = cos[2mfot]
Equation 11 — Equation for in-phase local oscillator [9]

LOg_ppasg = —sin[[2uf,t]]

Equation 12 — Equation for quadrature-phase local oscillator [9]

1(t) = 5(t). LOg _prase

Equation 13 — Equation for I{t) si

I(t) = A. cosi2uf,,t + ). cos{2nf,t)
Equation 14— Substituted equation for I{t) [9]

1
cosA.cosB = 3 [cos(A + B) + coslfl — B)]

Eguation 15 — Cosine muitiplication formula [9]

I(t) = %[cos(?.nfmt + @+ 2nft) + cos2n2n f,t + @ — 2nf,t)]

Equation 16 — Applying Cosine multiplication formula to I{t) [9]

16 = Gleos2nl(f, + 1)t + o] + cos2al(, — f,)t + o]

Equation 17 — Final formula for I{t) [9]




Q(t) = S(t). LOyy _prase
Equation 18 — Equation for Q(t) [9]
Q(t) = Acos@2rf,, t + @). [-2sin{2nf,t)]
Q(t) = —Acos@2nf, t + @). sinf2nf,t)

1
cosA.sinB = 3 [sin(A + B) — sin(A — B)]
A
Q) = —E{sin(ZHfmt + @+ 2uf,t) — sinf@af, t + @ — 2uf,t)}
A .
Q) = =S {sin[2m(fn + fo)t + @] —sinl2n(fn = fi)t + ¢]]}
Equation 19 — Calculations for Q(t) [9]

' = glcosmfm = fo)t + @]

s A
Qo' = _E[ = sin[2n(f,, — £)t + ]|

Equation 20— I(t) and Qft) after low pass filter [9]
Z(t) = 1(t) +jQ(t)

A
)= E{(CGSZHUm —fot + @) +jsin@u(fy, — fo)t + )}

Z(t) = eV 2 Um—fodt+e

Equation 21 — Equation and calculation of Z(t) [9]
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Lowpass Filter:
Decimation = 12

Sample Rate = 2.4MHz

F e = 100 K Hz
fsﬂmp!g = zfmax

f\ﬂmp!g = 12 =200k

200K = 2+ 100K

Cutoff = fi, = 100 KHz

Equation 22 — Equations and calculations for low pass filter parameters [9]
Re-Sampler:
Interpolation = 12
Decimation =5

Interpolation
Output sample rate = current sample rate X ——
Decimation

12
Output sample rate = 200KHz X 3

Output sample rate = 480KHz 517

Equation 23 - Equations and calculations for re-sampler [9]

WBFM Receiver:
Decimation = 10

Interpolation

Output Audio sample rate = current sample rate X - -
Decimation

1
Output Audio sample rate = 480KHz X T
Output Audio sample rate = 48 KHz

Equation 24 — Equations and calculations for WBFM Receiver block [9]

11




SDR:

The calculations, shown above in Equations 10 through 21, show the internal process of the SDR processing the
signal. It starts by taking the input signal S(t) and mixing it with the local oscillator in-phase and quadrature phase to
achieve the two I(t) and Q(t) signals. These signals are then passed through a lowpass filter and ADC which results in
I(t) and Q’(t). This represents both of the signals with the high frequency component (carrier) removed. Both these
signals are then added together to achieve Z(t), as seen in equation 21, which represents the 1Q signal to be passed
to GNU radio for manipulation.

Flow Graph:

The calculations shown above walk through how the parameters of the blocks are worked out. Starting with the low
pass filter, as seen in Equations 22 through 24, a sample rate of 2.4MHz is passed from the osmocom source from
the SDR and is decimated by 12 to achieve a sample rate 200KHz. The cut-off frequency must then be less than or
equal to the resulting sample rate as seen in equation 22 which results in a maximum value of 100KHz.

The next block is the rational re-sampler which will increase the sample rate by a factor of 12 over 5, shown in
equation 23, which results in a sample rate of 480KHz.

The WBFM block with an audio decimation value of 10, as seen in equation 24, will then decrease the sample rate to

48KHz so that the audio sink can playback the message.

12




Methodologies:

Narrow Band Frequency Modulation:

The design of the NBFM flow diagram, shown in figure 2, consists of an audio WAV file which will be used as the
message signal. It is then passed through a multiply constant block that will be used to adjust the modulation index.
The next stage will pass the message audio through a throttle block to limit the number of samples and then a phase
mod block which will apply the frequency modulation technique to the message signal. The bandwidth is the total
span of frequency that the signal uses this is determined by beta in the equation 9. This signal is then multiplied by
the carrier wave, with a frequency of 20KHz, to achieve the modulated signal. After that the signal is multiplied by
the same carrier frequency to demodulate it and is then passed through a low-pass filter to remove the high
frequency (carrier component) of the received signal. This leaves the demodulated message signal which is then
connected to a waterfall, time and frequency sink to display a graphical representation of the demodulated signal.
An audio sink is also attached so that the message can be played through the computers speakers to validate the
demodulated message.

Narrow Band Frequency Modulation with Jamming:

The same procedures discussed above are utilised in this version of the flow graph, but interference/jamming is
introduced in this section to see the effects on the signal integrity when noise is added to the spectrum as seen in
figure 3. To do this an adder block was placed before the demodulation stage where it will add the modulated signal
to a Gaussian source block modulated on the same carrier frequency. This will be used to simulate
jamming/interference on the same channel being used to send the audio message. The Gaussian source block will
produce random noise that will add interference to the system \@

Narrow Band Frequency Modulation with Frequency Hopping Spread Spectrum and Jamming:

The following two procedures discussed above are used in the final iteration of flow graph seen in figure 4. But for
this version a channel hopping functionality is added. To achieve these two changes to the previous design need to
implemented. The first change is on the transmit side as another signal source and multiply block need to be added
to achieve a channel hopping functionality. The same needs to be applied on the receive end and therefore the
demodulation side needs to change the frequency depending on the end result of the transmit side (carrier +
(carrier*channel).

Wide Band Frequency Modulation using RTL-SDR:

The design of the WBFM flow graph, shown in Figure 5, shows the process of demodulating WBFM messages from
radio stations in the local area. It requires some initial tuning to find the correct frequency of an FM broadcast but
after finding that value it can be set as the default value of the carrier variable. The flow graph starts with the
osmocom source block which is responsible for communicating with the software defined radio over USB. The
variable within the block determines how the SDR behaves and is therefore important to configure correctly. For this
setup only 1 channel is required, a sample rate of 2.4 MHz is used, the default value for the carrier frequency is 90
MHz, RF gain is 60dB and the IF gain is 50dB. All these parameters are used, on start-up, to configure the SDR and
then any received signal is passed through to the rest of the flow graph. The calculations behind the parameters of
each block are discussed in the previous section using equations 22 through 24.

13
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Screen Captures of Results:

Narrow Band Frequency Modulation:
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Figure 6 — NBFM Waterfall Sinks
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Figure 7 — NBFM Time Sinks
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Narrow Band Frequency Modulation with Jamming:
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reaescy ue)

Figure 9 — NBFM with Jamming Waterfall Sink after modulation
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Figure 10 - NBFM with Jamming Waterfall Sink after demodulation
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Figure 12 — NBFM with Jamming Frequency Sinks
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Narrow Band Frequency Modulation with Frequency Hopping Spread Spectrum and Jamming:
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Figure 13 — NBFM FHSS Waterfall Sink
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Figure 14 — NBFM using FHSS Avoid Noise Waterfall Sink
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Figure 15 — NBFM FHSS Time Sinks
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Wide Band Frequency Modulation using RTL-SDR:

BEFORE_DEMOD.

Figure 17 — RTL-SDR Waterfall Sinks
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Figure 20 — RTL-SDR Constelation
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Results and Amal\/s

Discussion:

NFBM:

This task explored the effect of applying an interference source to NBFM communication and how FHSS can be
applied to counteract this. The NBFM system is designed and simulated within a python base software called GNU
radio which will be used to represent the effect of jamming the signal and how you can bypass it.

The original signal, as seen in figure 6, with no interference maintains signal integrity and when demodulated
produces a very clear audio output. The carrier frequency is clearly seen in figure 6 waterfall sink and is separated
from the audio message that has undergone NBFM allowing the system to remove the high frequency component by
using a low pass filter as seen inthe frequency sink in figure 8.

When interference is introduced to the system on the same channel as the transmitter signal degradation and
distortion is noticed. The bandwidth of the jamming signal and the power need to be at a sufficient level to
completely stop the receiver from demodulating the message completely. Because of this it is possible to still hear
and see some of the audio message after demodulation because frequency modulation is quite resilient to
interference on its own. When the jammer completely covers one half of the message signal the audio is completely
distorted and little of the original message is audible. This can be seen in figure 12 as the frequency sink shows most
of the message overpowered by the interference. This is also seen in figure 10 as the waterfall shows how the
bandwidth overpowers the message signal.

With FHSS you can see in figure 13 how the transmitter is capable of changes frequencies/channels to actively avoid
any interference in the simulation. Figure 14 shows an effective channel change in the waterfall sink which can also
be seen in figure 16 of the frequency sink.

The demodulated audio time sink shows the audio signal after demodulation, and it is evident that data is lost across
all three flow graphs which likely indicates that a higher sample rate is needed to retain more of the audio data.

Signal to noise ratio or SNR is the ratio between the power of the received signal and the noise in the system. The
higher the value of SNR the better the signal integrity/clarity. Therefore, FHSS is being implemented in this system to
improve SNR when interference is introduced. [10]

FHSS performs very well against this type of interference source with a small bandwidth remaining on one channel
as it can switch channels where there is little to no noise and can therefore retain the signal integrity better as seen
in the figures 12 and 16 which shows the demodulation with jamming and without. This wouldn't be as effective in a
real-world simulation as there will be other noise present and the interference may not be localised to one of the
frequency channels used.

The limitations of this design are mainly the number of channels available to change to, the simulation requires
manual switching between channels, it doesn’t automatically hop between channel based on a pseudorandom
sequence as per the real-world implementation and that the interference is very localised and doesn’t emulate what
would be experienced if deployed.

WBFM:

The waterfall sink, seen in figure 17, shows the waterfall sink before demodulation and is very difficult to identify any
signal because of the background noise. Figure 17 shows the waterfall sink after the low pass filter and

demodulation where there is clear carrier waves present on either side of the waterfall and the audio message is
seen between. Figure 19 shows the before and after of the frequency sink which shows the successful demodulation
as seen in the waterfall sinks. Finally, figure 20, shows the constellation diagram of the received signal which shows
some distortion of the message but overall provides good signal clarlity.
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Ethical and Societal Impacts:
OFCOM is the regulatory budy fur communication services in the UK and decides how the radio frequency spectrum

intentionally interfere or disrupt any communication without prior approval from the governing body. The spectrum
is split up into areas that include license and license-free operation in that band, the latter allowing people transmit
within that band as long as they stay within the stated power limitations.

Jamming or interfering with any communication system is considered illegal and very unethical as the
communication system could be essential for emergency services and will likely cause harm without them. This is
also why anti-interference techniques are often implemented as an extra layer of robustness against any people
looking to cause disruption.

Secure communication is another key factor to consider when creating these communication systems as sensitive
personal information will likely be shared, and it is therefore important for that these systems are constantly kept up
to date to reduce the chance of any vulnerabilities being exploited. The benefits of having secure communication
methods adds an extra layer of redundancy which is especially important for emergency services.

SDR technology is extremely powerful and can enable users to explore faster and more adaptable use cases
compared to fixed hardware by allowing them to adjust how the radio behaves through software. However, there
are drawback to this technology as it can be used to illegally and unintentionally inhibit communication services. The
technology is very easy to use and can therefore be just as easy to apply maliciously.

Conclusion:

From the background research and simulations in this assignment it is clear that FHSS is a suitable anti-jamming
technique to avoid localised interference as seen in figures 14 and 16. This method of anti-jamming is ideal for this
specific scenario as it capable of changing channel when interference is present on the desired channel. The flow
graph itself is capable modulating and demodulating depending on the channel input in the GUI which is used to
actively avoid any jamming.

However, this method may not be a perfect solution when implementing it in a real-world scenario as background
interference will be present no matter what frequency is chosen and there is restrictions and regulations that need
to be adhered to. These restricts limit the bandwidth, power and frequency that you can use and it must be followed
to legally transmit in the UK. It is therefore worth exploring alterative techniques, such as CSS, SS and DSSS to ensure
signal integrity is maintained but the tech 15 bed will be entirely dependant on the requirement of the
transmission system as each one comes w Bwn benefits as well as limitationsg/

B 16
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Advanced DSP Assignment

GRADEMARK REPORT

FINAL GRADE

/100

GENERAL COMMENTS

Feedback on A4HEP
Learning Objectives

B1: Demonstrates a
good application of
knowledge in
problem-solving.You
have successfully met
the requirements for
this learning
outcome.

B2: Effectively
analyses problems
and reaches logical
conclusions.You have
successfully met the
requirements for this
learning outcome.

B3: Proper selection
and application of
computational and
analytical
techniques.You have
successfully met the
requirements for this
learning outcome.

B6: Successfully
applies a systems
approach to problem-
solving.You have
successfully met the
requirements for this
learning outcome.

B8: Demonstrates
strong ethical analysis
and informed
decision-making.You
have successfully met
the requirements for
this learning
outcome.

B12: Effectively
applies laboratory
and workshop skills in
investigations.You
have successfully met
the requirements for
this learning
outcome.
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PAGE 7

’ Comment1 | = Engagementwith Lit (20)
A
brief overview of the bandwidth usage of FM, NBFM, and WBFM is provided, which
is appreciable.

’ Comment2 | = Engagement with Lit(20)
A
concise idea of spectrum usage is mentioned. A brief discussion on the types of
spread spectrum techniques and their concepts is also included.

’ Comment3 | = Engagementwith Lit (20)
Proper
referencing is made.

PAGE 8

’ Comment4 | = Knowledge & Understanding (20)
The required mathematical
expressions and formulas for modulation index and frequency deviation are
captured, which is commendable.

PAGE 9

® Comment5 | & Cognitive Skills (20)
The
basic SDR block is presented, and the mathematical representation of signals in
each block is included.

’ Comment6 | = Knowledge & Understanding (20)
The
demonstration of complex signals is well done.

PAGE 10

PAGE 11

’ Comment7 | == Cognitive Skills (20)

The expressions for decimation and resampling are provided along with appropriate formulas, and
the values are obtained by applying the formulas, which is clearly shown.



PAGE 12

®

PAGE 13

Comment8 | = Cognitive Skills (20)

The explanation of signal
transmission in the SDR receiver is commendable. The values stated for the SDR
are properly formulated, and explanations are provided accordingly.

®

PAGE 14

Comment9 | = Cognitive Skills (20)

The
GNU Radio block explanations on how the signal passes through each block are
specified for all tasks, which is commendable.

®

PAGE 15

Comment 10 | & Practical Skills (25)

The
GNU Radio blocks are properly captured, and evidence of them is shown in the
screenshots.

PAGE 16

PAGE 17

PAGE 18

®

PAGE 19

Comment 11 | = Practical Skills (25)

Screenshots
for the sinks are clearly displayed, which is commendable.

PAGE 20

PAGE 21

PAGE 22

®

Comment 12 | = Cognitive Skills (20)

The analysis of the observed sink

outputs is mentioned for all tasks. The explanations describe how the signals
are observed at different stages, but more focus should be given to SNR values,
signal clarity, the percentage of noise added, and the overall impact on the
signal, which would provide more specifics regarding the depth of the research.

Comment 13 | = Practical Skills (25)



The
filtering in WBFM is shown.

PAGE 23

® Comment 14 | = Knowledge & Understanding (20)

The

ethical implications, including illegal interference, intentional jamming,

privacy concerns, and the impact on communication services, are well addressed,
which is excellent.

@ Comment15 | == Cognitive Skills (20)

The conclusions drawn on the output

and analysis are commendable. However, the report should also discuss the
values that detail the effects of noise and anti-jamming concerning SNR values,
signal distortion, and modulation index, which are missing.

. Comment 16 | = Transferable Skills (15)

The report is well-structured and

organised in a coherent manner, which is commendable. The references provided
are satisfactory, though they should include more details on jamming, the depth
of WBFM and NBFM, and the traditional blocks of FHSS.

PAGE 24

GRADING FORM: ADSP_GRADING_TEMPLATE

THEO ROSE 81.70

ENGAGEMENT WITH LIT (20)

Task 1:Demonstrate understanding of NBFM, jamming effects, and
FHSS.Citations and research on related topics. Task 2: Show
understanding of SDR receiver principles and signal representation.
Evaluate research on SDR technology and related topics.

j « Comprehensive understanding of topics with 1 6
appropriate citations and research, though some
areas could be enhanced.
* Good understanding of SDR principles with



relevant research, though certain aspects in
citations or depth could be improved.

KNOWLEDGE & UNDERSTANDING (20)

Task 1 (i) Understanding NBFM, modulation, and demodulation.
Exploring bandwidth, frequency deviation, and impact on signal
quality. Task 1 (ii) Analysing jamming effects by studying noise sources
and interference. Observing impact via frequency, time domain, and
constellation diagrams. Task 1 (iii) Investigating FHSS to reduce
interference and evaluating its effectiveness. Task 1 (iv) Comparing
original, jammed, and FHSS signals. Studying Signal-to-Noise Ratio
(SNR), clarity, and system efficiency. Task 1 (v) Understanding ethical
issues in jamming. Discussing legal aspects and FHSS benefits for
security. Task 2 (i) Designing a WBFM receiver using RTL-SDR and GNU
Radio. Studying block functions and sampling. Task 2 (ii) Visualising
signals via waterfall plots, frequency sinks, and time-domain analysis.
Studying SNR, stability, and filtering. Task 2 (iii) Evaluating privacy and
interference issues. Analysing societal benefits like improved efficiency
and technology.

y‘ + Strong knowledge of NBFM, with well-explained 1 4 7
concepts, though additional depth could further i

enhance understanding.

« Good understanding of jammer effects, with

scope for added depth.

* Sound knowledge of FHSS application, though

certain areas in explanation could be refined.

» Satisfactory understanding. Basic descriptions,

but limited detail in SNR.

* Good understanding of ethics and societal

benefits, with scope for more detailed insights.

« Comprehensive knowledge of GNU Radio flow

and block functions, though some areas could be

elaborated further.

« Satisfactory understanding. Basic descriptions of

sinks and diagrams, but lacking depth or clarity.

+ Good understanding of ethical considerations

and societal benefits, with minor gaps in detail.

COGNITIVE SKILLS (20)

Task 1 (i) NBFM Modulation and Demodulation: Understands
modulation, demodulation, bandwidth, and clarity. Task 1 (ij) Add a




Jammer: Evaluates noise, interference, and signal impact in frequency,
time, and constellation domains. Task 1 (iii) Implement FHSS for Anti-
Jamming: Applies FHSS to reduce interference and compare signal
stability. Task 1 (iv) Analysis and Comparison: Compares original,
jammed, and FHSS signals using frequency and time-domain tools.
Task 1 (v) Ethics and Impact: Assesses legal and societal effects of
interference in secure communication. Task 2 (i) Setup and Design of
WBFM Receiver: Designs WBFM receiver, focusing on setup, bandwidth,
and stability. Task 2 (ii) Analysis and Visualisation: Examines signal
analysis, error detection, and filtering techniques. Task 2 (iii) Ethics and
Impact: Reviews interference impact and decision-making in WBFM
technology.

y‘ * Good setup and understanding of modulation 1 3 7
and demodulation, with mostly accurate o
configuration and interpretation of parameters.

* Good analysis of jammer effects, with clear use
of visual tools, though some aspects could be
refined.

« Effective application of FHSS for jammer
mitigation and signal comparison, though with
some scope for improvement.

* Basic comparison with limited reasoning.

« Satisfactory discussion, limited depth.

« Demonstrates sound cognitive skills in
configuring the receiver, ensuring proper signal
demodulation, and managing bandwidth, though
with minor inconsistencies.

« Satisfactory analysis with limited depth in
interpreting signal parameters.

» Satisfactory discussion with limited depth in
ethical reasoning.

PRACTICAL SKILLS (25)

Task 1: Hands-on experience in transmitter and receiver setup,
understanding signal bandwidth and frequency deviation.
Implementing noise sources and analysing interference effects using
frequency, time, waterfall, and constellation sinks. Applying FHSS
techniques for anti-jamming and evaluating signal clarity through SNR
analysis and stage comparisons. Developing an awareness of secure
communication and legal implications. Task 2: Practical
implementation of RTL-SDR receiver setup, signal representation, and
processing. Understanding block functionality, decimation factors, and




performing signal analysis using waterfall and frequency sinks.
Visualising constellation diagrams and evaluating signal stability
through SNR measurements. Comparing different demodulation stages
for performance optimisation.

y‘ Task 1: Demonstrates excellent practical skills in 23 5
setting up NBFM modulation and demodulation, o
introducing a jammer, and implementing FHSS for
anti-jamming. Provides detailed and accurate
analysis using Frequency, Time, Waterfall, and
Constellation sinks. Strong comparisons of
original, jammed, and anti-jammed signals, clarity,
and system performance.

Task 2: Demonstrates excellent practical skills with
precise setup and effective configuration of the
RTL-SDR receiver.Utilises Waterfall, Time, and
Frequency sinks effectively for analysis.

TRANSFERABLE SKILLS (15)

Enhancing mathematical integration and simulation skills using GNU
Radio and RTL-SDR. Developing ethical reasoning and effective
communication for teamwork and professional interactions. Practising
systematic reporting, structured problem-solving, and clear
presentation skills.

y‘ Demonstrates exceptional transferable skills by 1 3 8
effectively applying GNU Radio tools to simulate o
NBFM and RTL-SDR systems, integrating
mathematics and communication principles.

Provides detailed analysis and clear
documentation. Strong ethical reasoning and
societal understanding displayed.



